ANY/|>RUN

ANY.RUN’s Tl Feeds:

Integration with SentinelOne

Configuration guide




ANY|[>RUN

Table of

Contents

Threat Intelligence Feeds (Tl Feeds) 3
How to Integrate Tl Feeds with SentinelOne 3-12

2/9



ANY|>RUN

Threat Intelligence Feeds (Tl Feeds)

Tl Feeds help MSSPs and SOCs fortify their security with filtered, high-fidelity indicators
of compromise (IPs, domains, URLs) enriched with threat context from ANY.RUN's
Interactive Sandbox.

Sourced from real-time sandbox investigations of active attacks across 15,000+ organizations,
Tl Feeds integrate seamlessly with SIEMs/XDRs/firewalls and other security solutions to
monitor and identify malware and phishing threats.

ANY.RUN's feeds are updated every two hours, allowing you to track threats as they emerge,
develop, and spread to take critical security actions early.

» Unique data: Fresh indicators from live detonations of attacks with links to sandbox
sessions with full threat context, including TTPs.

» No false alerts: Tl Feeds provide reliable IOCs with a near-zero false positive
rate thanks to pre-processing.

« Prioritization of incidents: SOC teams use Tl Feeds as part of alert triage,
incident response, and proactive hunting to effectively handle urgent threats.

Tl Feeds are available for integration using APl or SDK and support TAXII protocol.

For more details, feel free to

How to Integrate Tl Feeds
with SentinelOne

1. Open the SentinelOne Management Console and go to Marketplace.

© Global ANY.RUN - NFR SelectSite Leave Feedback || 4} Marketplace || (D Help ~

) K Dashboards Last7Days ~ & DownyfMPDF (5 Reporting v O

Overview  Endpoints  Health  Vulnerabilities Usage  Custom dashboards

Alerts by Severity Alerts by Classification Critical and High Alerts Created Over Time

rity
HACKTOOL 1

MALWARE 3

MANUAL 2

Top High-Value Assets With Alerts Agents Requiring Attention

TEST-WINDESKTOPO1

Q

No results found

Review your filter criteria
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2. Find the STIX/TAXII integration in the catalog and open it.

Marketplace Fedor Kravtsov Management console —

Catalog Installed integrations  Collector configurations

Catalog (1

STIX/ Threat Intelligence
STIX] TAXII Connect

This integration empowers security teams to seamlessly ingest
and manage threat intelligence data through STIX/TAXII
protocols. Users can easily add their TAXII credentials to...

E

Log Ingestion

3. Install TAXII Connect IOC Ingestion.

Marketplace Fedor Kravtsov | Management console —

Catalog Installed integrations  Collector configurations
Catalog > (5 STIX/TAXII

STIX/TAXIl Threat Intelligence
[STIX]
TAXII Connect

Log Ingestion

This integration empowers security teams to seamlessly ingest and manage threat intelligence data through STIX/TAXII protocols. Users can easily add their TAXII credentials to automate the retrieval of
10Cs in STIX 2.1 format, enhancing threat detection and response capabilities.

Available Integrations

33 Application

TAXII Connect IOC Ingestion ' Log Ingestion
Ingest 10Cs from TAXI| feeds

4. In the Add Configuration window, fill out the following fields:

o Configuration Name: Name your configuration
o Scope of Access: Select the appropriate scope.
» Endpoint URL: Enter the URL for ANY.RUN'’s Tl Feeds collection. See collection IDs below.

o TAXII Server Username: Enter your email for ANY.RUN account with an active
Tl Feeds subscription.

o TAXII Server Password: Enter the password for your ANY.RUN account.
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Via this link, you can explore information about all collections hosted under the ANY.RUN
API Root, including each collection’s ID, which is required to request objects from it:

https://api.any.run/v1/feeds/taxii2/apil/collections/{collection_id}/objects

Name Description ID

All indicators Contains IOCs of all formats (IPs, Domains, URLs)  3dce855a-c044-5d49-9334-533¢24678c5a
IPs collection Contains only IPs 55cda200-e261-5908-b910-f0e18909ef3d
Domains collection Contains only Domains 2e0aa90a-5526-5a43-84ad-3db6f4549a09

URLs collection Contains only URLs 05bfa343-e79f-57ec-8677-3122ca33d352

Add Configuration

Configuration Name

TAXII Connect IOC Ingestion - ANY.RUN TI Feeds

Scope of Access

v Connection

TAXII Collection Endpoint URL

https:/api.any.run/v1/feeds/taxii2/apil/collections/3dce855a-c044-5d49-9334-533c24678c5a/objects

TAXII Server Username

N @any.run

TAXII Server Password

5. Once the connector is installed, open it.
Marketplace Fedor Kravtsov | Management console —

Catalog Installed integrations  Collector configurations
Catalog > (3 STIX/TAXII

STIX/TAXII Threat Intelligence
(X TAXII Connect

Log Ingestion

This integration empowers security teams to seamlessly ingest and manage threat intelligence data through STIX/TAXII protocols. Users can easily add their TAXII credentials to automate the retrieval of
10Cs in STIX 2.1 format, enhancing threat detection and response capabilities.

Available Integrations

83 Application

TAXII Connect IOC Ingestion ' Log Ingestion
/ Installed
Ingest |OCs fropfILAXI| feeds
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6. Confirm its status is Active and click View Logs to verify the connector’s activity.

Marketplace

Fedor Kravtsov Management console =

Catalog i i Collector

Catalog > (9 STIX/TAXIl > 383 TAXII Connect IOC Ingestion

TAXII Connect IOC Ingestion Threat Intelligence

STIX]|
= TAXII Connect

/" Installed
Log Ingestion

Ingest 10Cs from TAXII feeds

Overview Configuration (1)

(@} 1 items displayed Add Configuration

TAXII Connect 10C Ingestion - ANY.RUN Tl Feeds
£ Global / ANY.RUN - NFR / Default site (Development)

Active [ ]

Last update Feb 19,2026 View Logs

7. Ensure that your connection is stable and the indicators are being successfully ingested.
Indicators are updated every 5 minutes. You can monitor the updates via View Logs.

1. Open the SentinelOne Management Console. From the Help dropdown menu,
select API Hub.

©  Global ANY.RUN - NFR Select Site -~ Leave Feedback &3 Marketplace | (@ Help ~

Offline help
Q Find a page [ Dashboards Last7Days - @ Download PDF cust ol
ustomer portal

Overview Endpoints Health  Vulnerabilities Usage Custom dashboards APl Hub
89 Dashboards

Keyboard shortcuts

q - i Critical and High Al
@ Purple Al Alerts by Severity Alerts by Classification b= G Ll " SentinelOne status

Severity T count 33

MITRE ATT&CK®
Triage

HACKTOOL 1
@ Critical 0 About
@ Alerts

@ Misconfigurations @ High MALWARE 3
-@- Vulnerabilities © Medium
Discover ) Low

Event Search
MANUAL 2

Qc? Inventory Hacktool Malware

Graph Explorer

O Activities Top High-Value Assets With Alerts Agents Requiring Attention

Automate Asset Name

G Hyperautomation TEST-WINDESKTOPO1

RemoteOps

Q

No results found

Review your filter criteria
@ Detections

Configure
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2. In the MGMT API section, click List of APIs.

Getting started with the SentinelOne APl Hub

The Singularity Platform offers a comprehensive suite of APls
that power a wide range of use cases across our products.

MGMT API GraphQL API Other REST API

entinelOne C

@ Getting started CJ] Getting started @ Unified Alert M Ingest API
(F Authentication (F Authentication (F sbLAPI
@ List of APIs C7J| List of APIs @ Usage Metering Reports API

Go to Threat Intelligence tab and click Get IOCs.

MGMT API

ch
Settings
Sites
System
Tag Manager

L To authenticate:

Tasks
Every API call requires authentication with an API Token, generated for one Console user or service user.

Threat Intelligence 1. Generate an APl Token:
Create 10Cs POST https://your_management_url/web/api/v2.0/users/generate-api-token
2.Use the token in the request header:

Authorization: ApiToken API_TOKEN_VALUE

Create IOCs from STIX bundle
Create Threat Intelligence user config

Delete |0Cs Note: To learn about more token options, see C;J' M

Delete Threat Intelligence user config
Get 10Cs
Get Threat Intelligence user config

Common Query Parameters
Threat Notes

Valid Values H Example

Threats

limit See more than ten items. integer 1- 100 GET https://<URL>.sentinelone.ne... Returns the first 50 items. Maxin|
Unprotected Endpoints Discovery

Updates skip Seeitems after aknownnu...  integer 1- 1000 GET https://<URL>.sentinelone.ne.. Skips the first 10 items and retur|

Users cursor See next page of unknownn...  string value of "nextCursor"... GET https://<URL>.sentinelone.ne.. Returns the next page of data of {




4. Click Run on console.

S MGMTAPI
Q' Search
Settings
Sites
System
Tag Manager
Tags
Tasks
Threat Intelligence

Create IOCs

Create |OCs from STIX bundle

Create Threat Intelligence user config
Delete IOCs

Delete Threat Intelligence user config
Get I0Cs

Get Threat Intelligence user config
Threat Notes

Threats

Unprotected Endpoints Discovery
Updates

Users

Get 10Cs

GET /web/api/v2.1/threat-intelligence/iocs

Get the 10Cs of a specified Account that match the filter.

Note: Using creationTime to sort results has been deprecated and should not be used. In the future,
the ability to sort by creationTime will be removed. Please sort by uploadTime or updatedAt as an
alternative.

Required Permissions

o Threat Intelligenceview

Response Messages
200  Success
400 Invalid user input received. See error details for further information.

401 Unauthorized access - please sign in and retry.

Create IOCs

PosT /web/api/v2.1/threat-intelligence/iocs

Add an loC to the Threat Intelligence database.

These values under data are required fields: "source", "type", "
"Type" and "method" must be in upper case.

The "validUntil" field is mandatory, and must contain a date, for example, 2021-03-20
09:14:47.779000. "validUntil" determines when the 10C expires.

If the expiration date ("validUntil") is left blank, by default it will be the upload date plus a default

'value", and "method".

5. Enter your site ID in sidelds field.

Get I0Cs

GET /web/api/v2.1/threat-intelligence/iocs

severity array

Alist of severities to filter by (0-7)

sitelds  array

List of Site IDs to filter by. Example: "4,2,6,4,1,8,0,3,0,2,1,2,0,7,3,7,6,2".

skip integer

Skip first number of items (0-1000). To iterate over more than 1000 items, use “"cursor". Example: "150".

skipCount  boolean

Please Select...

If true, total number of items will not be calculated, which speeds up execution time.

sortBy string

Please Select...

The column to sort the results by. Example: "id".

sortOrder  string

Run API query
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Response Sample  Response Schema  Query Params

Body Sample

Status code

RESPONSE

“errors": [
{
"type": "object"

1,
“pagination": {
“totalltems": 580,
"nextCursor”: "YWdlbnRfaWQ6NTgwMjkzODE="
3,
“data": [
i
"reference": [
i
“type": "string",
"x-nullable": true,
"description": "External reference as|

1,

"description": "string",

"validUntil": "2018-02-27T04:49:26.257525Z",
"method": "EQUALS",

"parentScopeId": "225494730938493804",
“updatedAt": "2018-02-27T04:49:26.257525Z",
“pattern": “string",

BodySchema ResponseSample  Response Schema

"filter": {
“accountIds": [
*'2174499989004601003"

"reference": [
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6. Enter STIX Import into the source field and click Run API query.

Get I0Cs

GET /web/api/v2.1/threat-intelligence/iocs

Copy URL
sortBy string

Please Select... 2

The column to sort the results by. Example: "id".
Status code

sortOrder string

Please Select...
RESPONSE

Sort direction. Example: "asc".

source array

STIX Import

List of the sources of the identified Threat Intelligence indicator. Example: "AlienVault".

tenant boolean

Please Select...

Indicates a tenant scope request

threatActors_in array

Allist of threat actors to filter by

threatActorTypes_in array

Run API query

7. You'll see a GetIOCs window with JSON-formatted data on indicators
from ANY.RUN's Tl Feeds.

All IOCs imported from ANY.RUN'’s Tl Feeds will now be evaluated and detected by SentinelOne.

Get I0OCs

GET /web/api/v2.1/threat-intelligence/iocs

STIX Import "batchId": "atmtn000000@cBae6fhbbaa29ae2bd3c4262b",
"campaignNames": [],
“category": [],
"creationTime": "2026-01-07T05:03:20.5790002",
tenant boolean "creator": "IEEEEcany.run",
"description": null,
Please Select... ) “enabled": null,
"externalld": "indicator--374be77b-b9ea-5b84-ba64-7b73240¢
“intrusionSets": [],
"labels": [
threatActors_in array “arkei"
1,
"malwareNames": [I,
"metadata": "",
"method": "EQUALS",
"mitreTactic": [],
threatActorTypes_in array 20 "name": null,
"originalRiskScore": 100,
“parentScopeId": " IEEEEG—_———
“pattern": "[urlivalue = 'https://c.im/@xiteb15011']",
"patternType": "stix",
"reference": [],
"scope': “site",
"scopeId": "INENGNGG,
“source": "STIX Import",
“threatActorTypes": [],
"threatActors": [],
"type": "URL",
"updatedAt": "2026-01-07T07:20:21.9705607",
"uploadTime": "2026-01-07T06:22:07.573346Z",
"uuid": "d353a071b98716bla88eb82ba4c9a9le",
"validUntil": "2026-04-07T07:20:21.970560Z",
"value": "https://c.im/@xiteb15011"

List of the sources of the identified Threat Intelligence indicator. Example: "AlienVault".

Indicates a tenant scope request

Alist of threat actors to filter by

Run API query
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 If anindicator is detected in logs from your endpoints, an Alert will be created in your
Management Console.

s o Global ANY.RUN - NFR Select Site - Leave Feedback (0) Marketplace @ Help ~

Q_ Find a page % Alerts Summary dashboard %5

All  Endpoint  Custom alerts

SE Dashboards

4 PurpleAl Load filter - @ AlertName - contains - Search Feb 18,2026 5:29 PM - Feb 20, 2026 12:00AM v Show all filters

AlertStatus - Severity ¥  MitigationStatus -  Analyst Verdict v  AssignedTo - + Add/remove filters

Triage

@ Alerts

[f) Misconfigurations

Groupby Select ~  1ltem £ Columns ~ Y Export v

T Reported Time ¢ Alert Name i ver 5 Mitigation Sta 5 Target Asset ¢ Product
)} Vulnerabilities

Feb 18, 2026 5:30:15 PM Threat Intelligence Indicator Match ) -] (@) TEST-WINDESKTOPO1 STAR

Discover
Event Search

Inventory

Graph Explorer

=
i

& Activities
Automate

{} Hyperautomation

RemoteOps

Configure

@ Detections

e Here you can see an Alert that was generated because an indicator was detected in logs:

{ ]
s o Global ANY.RUN - NFR Select Site v Leave Feedback (O) Marketplace @ Help ~ E_:|>

<« Back to Threat Intelligence Indicator Match

Q Find a page ET Alerts
All  Endpoint  Customalerts > Qb) 178.16.53.33 @ == 4Event5earch

- IPV4
Bg Dashboards

Risk score

{0 High

z@ Purple Al Load filter @ AlertName v~ contains v Search

AlertStatus ~  Severity ¥  MitigationStatus ~  Analyst Verdict ¥  Assigl

Triage

@ Alerts
Groupby Select -~ 1Item
@ Misconfigurations Name

Indicator Details

Reported Time ¢ Alert Name

)} Vulnerabilities Type

Feb 18,2026 5:30:15 PM Threat Intelligence Indicator Match Category

Discover
Description
2= Event Search
Scope -
é? Inventory
External ID indicator--119afafd-6cca-5678-9ff9-334e0f7322ec
o%@ Graph Explorer
Creator BN @any.run
O  Activities
Upload Time Jan7,2026

Automate Update Time Feb 11,2026
@ Hyperautomation

RemoteOps Sty
= e Associations

Configure
Campaign

@ Detections
Threat actors
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» You can perform initial incident response in SentinelOne via Mitigate, Actions,
or Automate.

© Global

Q Find a page

88 Dashboards

@ Purple Al
Triage

@ Alerts

@ Misconfigurations
)} Vulnerabilities
Discover

2= EventSearch

éa Inventory

o?ag Graph Explorer

O Activities
Automate

% Hyperautomation

@ RemoteOps

Configure

@ Detections

ANY.RUN - NFR

Alel

Select Site

> @ Threat Intelligence Indicator Match

ANY.RUN - NFR/Default site (Development)/Default Group

Severity

Overview

Detection Engine

Low Platform Rule

Timeline 0

Detection Type
Storyline ID
Vendor

Product

Alert Footprint @
Alert Instances
Mitigation Statuses

Time Range

Indicators 1

Reported time ()

Feb 18,2026 5:30:15 PM

Mitigation 0O

Rule

9A76D38991AC32E2

SentinelOne

STAR

Low (16)

Status

New

Notes 0

Graph

Rawdata

Oct 21,2025 11:45:20 AM - Feb 18, 2026 5:30:15 PM

Q@ Threat Intelligence 8 events scanned, 1 Threat intelligence indicators detected

Risk Score

10C Value

178.16.53.33

Malware Family

Assigned To

Unassigned

First Event Time @
Last Event Time ®

Alert ID

Impacted Assets

Impacted Scopes

Threat Actor Updated At

Leave Feedback & Marketplace | (@ Help -

[ Actions v H 9 Automate J

Analyst Verdict

Undefined

Feb 18,2026 5:30:09 PM
Feb 18,2026 5:30:15 PM

019c70f1-ccb1-7ef5-bcd5-89daabfe17c0

ViewAll(16) = ~

Total (16) (5 Desktop (16)

1 Accounts/ 1 Sites / 1 Groups

Source

Feb 11,2026 STIX Import

» Additionally, you can click an indicator and explore related events from your endpoint for
rapid investigation of a potentially dangerous activity and to get the final verdict.

S © Global

Q Find a page

Sg Dashboards

@ Purple Al

Triage

@ Alerts

@ Misconfigurations

)} Vulnerabilities

Discover

L= EventSearch

@ Inventory
b

Graph Explorer
& Activities
Automate
4} Hyperautomation
@ RemoteOps
Configure

@ Detections

ANY.RUN - NFR

Ale

Select Site

a > @O Threat Intelligence Indicator Match
ANY.RUN - NFR/Default site (Development)/Default Group

Severity

Overview

Detection Engine

Low  Platform Rule

Timeline 0

Detection Type
Storyline ID
Vendor

Product

Alert Footprint @)
Alert Instances
Mitigation Statuses

Time Range

Indicators 1

Reported time ()

Feb 18, 2026 5:30:15 PM

Mitigation 0O

Rule
9A76D38991AC32E2
SentinelOne

STAR

© Low (16)

Status

New

Notes 0

Graph

Raw data

Oct 21,2025 11:45:20 AM - Feb 18, 2026 5:30:15 PM

Q@ Threat Intelligence 8 events scanned, 1 Threat intelligence indicators detected

Risk Score

178.16.53.33

Malware Family

Assigned To

Unassigned

First Event Time @
Last Event Time @

Alert ID

Impacted Assets

Impacted Scopes

Threat Actor

Leave Feedback &3 Marketplace | (@ Help v

Mitigate [ Actions v H {5 Automate ’

Analyst Verdict

~= Event Search

Undefined

Feb 18, 2026 5:30:09 PM
Feb 18,2026 5:30:15 PM

019c70f1-ccb1-7ef5-bcd5-89daabfe17c0

ViewAll(16) ~

Total (16) (&) Desktop (16)

1 Accounts/ 1 Sites / 1 Groups

Updated At Source

Feb 11,2026 STIX Import
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s o Global ANY.RUN - NFR Select Site v Leave Feedback @ Marketplace @ Help -~ @

)

Event Seal’ch B searchLibrary =6 Preferences Save v & CopyLink @ Documentation PowerQuery

Dashboards ~ X
SOURCES -3 . v A #ip = "178.16.53.33 x Last72hours v m

Purple Al SentinelOne

AllEvents 9 (% Network Actions (9

FIELDS

A Filter Fields 9 matchingrecords  Feb 16, 20 0PM - Feb 19, 6 [UTC+4] - 1 hour / bar Show timeline

No

CHCSt padiiess Items Jumpto < Oldest MostRecent > Oldest First ~ = Wrapping rows

Misconfigurations
dst.port.number

Vulnerabil endpoint.name

endpoint.os
endpoint.name='"TEST-WINDESKTOPO1' | event.type='IP Connect' | dst.ip.address='178.16.53.33" |

event.categon
it src.process.parent.name="chrome.exe' | src.process.user='"TEST-WINDESKTOP\user'

event.network.connectionStatus ;
Event Search endpoint.name="TEST-WINDESKTOPO1' | event.type='IP Connect' | dst.ip.address='178.16.53.33" |

event.network.direction
src.process.parent.name="chrome.exe' | src.process.user="TEST-WINDESKTOP\user'
Inventory event.network.protocolName
ErenTITE endpoint.name='TEST-WINDESKTOPO1' | event.type='IP Connect' | dst.ip.address='178.16.53.33" |

Graph Explorer h src.process.parent.name='Advanced_IP_Scanner_2.5.4594.1.tmp' | src.process.user="TEST-WINDESKTOP\user'

src.ip.address
endpoint.name='TEST-WINDESKTOPO1' | event.type='IP Connect' | dst.ip.address='178.16.53.33" |
src.process.parent.name='Advanced_IP_Scanner_2.5.4594.1.tmp' | src.process.user='"TEST-WINDESKTOP\user'

Activities src.port.number
src.process.cmdline

endpoint.name='"TEST-WINDESKTOPO1' | event.type='lIP Connect' | dst.ip.addres: 78.16.53.33" |

src.process.parent.name="Advanced_IP_Scanner_2.5.4594.1.tmp' | src.process.user='"TEST-WINDESKTOP\user'

name
src.process.parent.uid
Hyperautomation H 2 endpoint.name='TEST-WINDESKTOPO1' | event.type='IP Connect' | dst.ip.address='178.16.53.33" |

src.process.user
src.process.parent.name="Advanced_IP_Scanner_2.5.4594.1.tmp' | src.process.user='"TEST-WINDESKTOP\user'
RemoteOps )
account.id endpoint.name='"TEST-WINDESKTOPO1' | event.type='IP Connect' | dst.ip.address='178.16.53.33" |

account.name src.process.parent.name='Advanced_IP_Scanner_2.5.4594.1.tmp' | src.process.user='"TEST-WINDESKTOP\user'

agent.uuid endpoint.name="TEST-WINDESKTOPO1' | event.type='IP Connect' | dst.ip.address='178.16.53.33' |
Detections agentwversion src.process.parent.name='ntoskrnl.exe' | src.process.user='SYSTEM'

LR 4 endpoint.name="TEST-WINDESKTOPO1' | event.type='IP Connect' | dst.ip.address='178.16.53.33' |

If you have any questions,
contact us via or write to
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